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https://fpf.org/2016/07/06/kids-connected-home/
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https://fpf.org/2016/07/06/kids-connected-home/
https://www.youtube.com/watch?v=wk_gr1a0QjA
https://www.juniperresearch.com/document-library/white-papers/smart-toys-~-do-toys-dream-of-digital-lives
http://www.forbes.com/sites/andyrobertson/2016/04/21/connected-toys-venture-capital-report/
https://techcrunch.com/2016/02/15/the-serious-business-of-play/
https://techcrunch.com/2016/02/15/the-serious-business-of-play/
http://www.forbes.com/sites/laurenorsini/2015/07/01/how-tamagotchi-rose-from-the-dead-to-join-the-internet-of-things/#99af12d533c8
http://www.forbes.com/sites/laurenorsini/2015/07/01/how-tamagotchi-rose-from-the-dead-to-join-the-internet-of-things/#99af12d533c8
http://www.sony-aibo.com/aibos-history/
https://fpf.org/wp-content/uploads/2016/04/FPF_Always_On_WP.pdf
https://fpf.org/wp-content/uploads/2016/04/FPF_Always_On_WP.pdf
https://cognitoys.com/pages/about
http://www.gamesindustry.biz/articles/2016-04-21-toys-to-life-grew-7-percent-in-2015-will-shrink-in-2016-npd
https://techcrunch.com/2016/02/15/the-serious-business-of-play/
https://ssrn.com/abstract=1599189
https://fpf.org/wp-content/uploads/2016/08/FPF-Best-Practices-for-Wearables-and-Wellness-Apps-and-Devices-Final.pdf
https://fpf.org/wp-content/uploads/2016/08/FPF-Best-Practices-for-Wearables-and-Wellness-Apps-and-Devices-Final.pdf
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https://developer.ibm.com/startups/grush/
https://www.jerrythebear.com/legal.html
http://clinmedjournals.org/articles/ijpr/international-journal-of-pediatric-research-ijpr-1-011.pdf
http://clinmedjournals.org/articles/ijpr/international-journal-of-pediatric-research-ijpr-1-011.pdf
http://robotic.media.mit.edu/portfolio/huggable/
http://www.nytimes.com/2015/06/04/technology/huggable-robot-therapeutic-value-hospitals.html?_r=0
http://www.nytimes.com/2015/06/04/technology/huggable-robot-therapeutic-value-hospitals.html?_r=0
http://www.thebeamz.com/therapy-rehab/
https://cognitoys.com/
https://vimeo.com/152622607
http://spiraltoys.com/spiral-toys-provides-product-update-and-2016-outlook/
https://www.gpo.gov/fdsys/pkg/STATUTE-110/pdf/STATUTE-110-Pg1936.pdf
http://www.ecfr.gov/cgi-bin/text-idx?SID=4939e77c77a1a1a08c1cbf905fc4b409&node=16%3A1.0.1.3.36&rgn=div5
http://www.ecfr.gov/cgi-bin/text-idx?SID=4939e77c77a1a1a08c1cbf905fc4b409&node=16%3A1.0.1.3.36&rgn=div5
http://www.ecfr.gov/cgi-bin/text-idx?SID=4939e77c77a1a1a08c1cbf905fc4b409&node=16%3A1.0.1.3.36&rgn=div5
https://fpf.org/2016/07/06/kids-connected-home/
https://www.youtube.com/watch?v=wk_gr1a0QjA
https://www.ftc.gov/tips-advice/business-center/guidance/complying-coppa-frequently-asked-questions
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https://www.ftc.gov/tips-advice/business-center/guidance/complying-coppa-frequently-asked-questions
https://www.ftc.gov/tips-advice/business-center/guidance/complying-coppa-frequently-asked-questions
https://www.kickstarter.com/projects/infivention/square-off-worlds-smartest-chess-board-relaunched
https://www.thestar.com/news/insight/2009/03/15/can_you_copyright_a_chess_move.html
http://www.chesshistory.com/winter/extra/copyright.html
https://www.ftc.gov/tips-advice/business-center/guidance/complying-coppa-frequently-asked-questions
https://www.ftc.gov/tips-advice/business-center/guidance/complying-coppa-frequently-asked-questions
http://www.hasbro.com/app_esrb_privacy
http://www.playmation.com/privacy
https://www.ftc.gov/tips-advice/business-center/guidance/complying-coppa-frequently-asked-questions
https://www.ftc.gov/tips-advice/business-center/guidance/complying-coppa-frequently-asked-questions
https://www.ftc.gov/system/files/documents/federal_register_notices/2016/06/160630civilpenaltyfrn.pdf
https://www.ftc.gov/system/files/2012-31341.pdf


53 See note 40, pgs. 3975-78. 
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https://www.ftc.gov/tips-advice/business-center/guidance/childrens-online-privacy-protection-rule-six-step-compliance#step6
https://www.ftc.gov/tips-advice/business-center/guidance/childrens-online-privacy-protection-rule-six-step-compliance#step6
https://www.indiegogo.com/projects/brixo-building-blocks-meet-electricity-and-iot-diy#/
http://www.siliconichome.com/
https://www.ftc.gov/tips-advice/business-center/guidance/childrens-online-privacy-protection-rule-not-just-kids-sites
https://www.ftc.gov/tips-advice/business-center/guidance/childrens-online-privacy-protection-rule-not-just-kids-sites
http://www.bsmmedia.com/2016/02/parents-kids-drive-billion-dollar-smart-toy-market/
http://www.salon.com/2015/12/19/hello_barbies_war_on_imagination_the_childhood_destroying_gift_you_dont_want_to_give_your_kid/
http://www.salon.com/2015/12/19/hello_barbies_war_on_imagination_the_childhood_destroying_gift_you_dont_want_to_give_your_kid/
http://jamanetwork.com/journals/jamapediatrics/article-abstract/2478386
http://www.ornes.nl/wp-content/uploads/2010/08/Play-in-children-s-development-health-and-well-being-feb-2012.pdf
http://www.ornes.nl/wp-content/uploads/2010/08/Play-in-children-s-development-health-and-well-being-feb-2012.pdf
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https://smart-places.org/
https://smart-places.org/
https://hackerone.com/
https://www.ntia.doc.gov/other-publication/2016/multistakeholder-process-iot-security
https://www.ntia.doc.gov/other-publication/2016/multistakeholder-process-iot-security
https://www.ntia.doc.gov/other-publication/2016/multistakeholder-process-cybersecurity-vulnerabilities
https://www.ntia.doc.gov/other-publication/2016/multistakeholder-process-cybersecurity-vulnerabilities
https://www.whitehouse.gov/the-press-office/2015/02/13/executive-order-promoting-private-sector-cybersecurity-information-shari
https://www.whitehouse.gov/the-press-office/2015/02/13/executive-order-promoting-private-sector-cybersecurity-information-shari
https://www.schneier.com/blog/archives/2013/08/hacking_consume.html
http://abc13.com/news/mom-learns-daughters-bedroom-webcam-was-hacked/1465134/
http://www.networkworld.com/article/2844283/microsoft-subnet/peeping-into-73-000-unsecured-security-cameras-thanks-to-default-passwords.html
http://www.networkworld.com/article/2844283/microsoft-subnet/peeping-into-73-000-unsecured-security-cameras-thanks-to-default-passwords.html
http://sfglobe.com/2016/01/06/stranger-hacks-familys-baby-monitor-and-talks-to-child-at-night/
http://sfglobe.com/2016/01/06/stranger-hacks-familys-baby-monitor-and-talks-to-child-at-night/
https://www.consumer.ftc.gov/blog/your-baby-monitor-secure
http://www.warner.senate.gov/public/index.cfm/pressreleases?ContentRecord_id=CA5E4D0F-512A-4140-A8AF-006B9F387809
http://www.warner.senate.gov/public/index.cfm/pressreleases?ContentRecord_id=CA5E4D0F-512A-4140-A8AF-006B9F387809
http://www.cbc.ca/news/technology/connected-toy-security-1.3431633
http://go.saas.hpe.com/fod/internet-of-things


 

 

 

1 For toys with an accompanying Android app, we enumerate the permissions listed in the Google Play 
App Store. The specific language is taken from the list of permissions prompted upon installation, or, if 
unavailable, from the description provided in the “Permission details” section of the app’s landing page. 
This appendix does not include iOS request permissions because Apple recommends iOS developers to 
only request permissions when the “app clearly needs it,” such as requesting a location permission only 
when a user activates a location feature within the app. Therefore, we would need to access each app 
and every single one of its functions before being able to conclusively state every permission each app 
requests. See Apple, “iOS Human Interface Guidelines: Requesting Permission” (last accessed Nov. 23, 
2016), https://developer.apple.com/ios/human-interface-guidelines/interaction/requesting-
permission/. 
2 We identify where users can locate a connected toys’ privacy policy if it was available and easily accessible to us. 
If we do not list an accompanying privacy policy with a connected toy it may be because the toy is not legally 
required to have one, because the toy’s company may have a privacy policy in a contract with a user such as in 
cases where a toy is explicitly used in special settings (e.g. in a hospital), or for other reasons. 
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https://anki.com/en-us/privacy
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https://anki.com/en-us/privacy
https://cognitoys.com/privacy


 The privacy policy is accessible on the app through 

the settings button.  
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http://www.hasbro.com/app_esrb_privacy


 

 

 

27

http://www.hasbro.com/app_esrb_privacy
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http://www.hasbro.com/app_esrb_privacy
https://support.moff.mobi/moff_privacy_policy_en.html


 

 

 

3 See note 1. 
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https://www.playosmo.com/en/privacy-policy/
http://www.playmation.com/privacy
https://disneyprivacycenter.com/privacy-policy-translations/english
https://disneyprivacycenter.com/privacy-policy-translations/english
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http://www.pokemon.com/us/privacy-policy/,
https://www.nianticlabs.com/privacy/pokemongo/en/
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http://www.starmakerstudios.com/web/privacy


 via Wi-Fi or Bluetooth, also 

allows users to control the games and activities. 
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http://smarttoy.com/privacy
http://www.sphero.com/privacy


 

4 See note 1. 

34





KIDS & THE CONNECTED HOME:  
PRIVACY IN THE AGE OF CONNECTED DOLLS,  

TALKING DINOSAURS, AND BATTLING ROBOTS

DECEMBER 2016


	FPF_Kids-COVER_Frt-Back-R2
	Kids & The Connected Home_11.29.16 FINAL
	Appendices 11.29.16 FINAL
	Blank Page
	Blank Page
	Blank Page



